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Huéng dan cai dit nhanh cho Router H3C MSR610

Téng quan

Tai liéu nay s& hudng dér} cac Ban va Anh/Chi cai dat nhanh Router MSR610 thong qua giao dién Web.
Céc phan cai dat s€ bao gom cai dat két noi WAN, LAN va cdc cai dat co ban khac.

Noi dung
1. Thong tin thiét bi va chuan bi trudc khi cai dat
2. Thiét 1ap cac cai dat co ban bao gém WAN, LAN, DHCP
3. Céc cai dat tham khao khac
I.  Théng tin mic dinh va chuin bi trude khi cai dat

Dia chi mac dinh cua dong MSR600 la 192.168.0.1 (VLAN 1)

DHCP pool: 192.168.0.1 / 255.255.254.0

Username: admin

Password: admin

Céac cong GO/G5 (SFP) sé mic dinh chay 6 ché 40 WAN, céc cong con lai & ché d6 LAN

Két ndi ngudn dién cho thiét bi nhu hinh

- Thyec hién két ni day:

+ May tinh két nbi véi Router bang cap mang thong qua cac cong LAN 1/2/3/4
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WAN

+ Két nbi cong WAN cua Router vao dwong truyen nha mang cung cap Néu cac
ban dung Modem nha mang thi can phai thuc hién chuyén d6i modem sang ché do
Bridge mode trudc, cac budce thuc hién ban co thé tham khao nhu sau

e Lién h¢ nha mang dé 1y thong tin Account truy cap internet, théng s6 VLAN TAG ma ho
cung cap vi du:

Tén nha mang VPI VCI
VNPT 0 11
VIETTEL 0 35
FPT 0 33

e Pa phin cac nha mang déu c6 thé quan 1y modem tir xa, ban ¢ thé nhd ho dé dé cau hinh
Bridge mode tir xa. Viéc con lai ban chi can khoi dong lai modem la duoc.

- Mic dinh khi két n6i may tinh vao Router may tinh s& nhan IP ddng nhu hinh
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Network Connection Details x

Network Connection Details:

Property Value

Connection-specific DNS S

Description ASIX AX88179A USB 3.2 Gen1 to Gigabit Eth|
Physical Address 08-26-AE-31-8C-DD

DHCP Enabled Yes

[Pv# Address 192.168.1.2

IPv4 Subnet Mask 2552552540

Lease Obtained Monday, July 31, 2023 1:30:27 PM

Lease Expires Tuesday, August 1, 2023 1:30:27 PM

IPv4 Default Gateway 192.168.01

IPv4 DHCP Server 192.168.01

|IPv4 DNS Server 192.168.0.1

IPv4 WINS Server

NetBIOS over Tcpip Enabl.. Yes

Link-local IPv6 Address fe80::04:9eb5:6b68:ab81%20

IPv6 Default Gateway

IPv6 DNS Server

< >

Close

Il.  Thiét 1ap cac cai @it co ban
1. Cai dat két néi WAN
- Truy cap vao Router bang dia chi 192.168.0.1 = chon Advanced - Continue to ....

Trinh duyét dwoc hé tro: |E10, Google chrome 57, Firefox 35, ...

ure | hitps//192.1680.1

Your connection isn’t private

- Pang nhap admin/admin - h¢ thong yéu cau d6i mat khiu méi

“Luru y: dinh dang mét khau 1a it nhét 6 ky tw két hgp Chit hoa + Thuong + Ky tu diic bigt + sb
dé dam bao bao mat.
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Change Password X

The default password is not secure. A qualified password must meet the

MSR610 following requirements:

It must contain a minimum of 6 characters.

It must contain a minimum of 2 types, and a minimum of 1 characters for
each type.

It can't contain the username or the reversed letters of the usemame.
Please enter a valid password.The system will save the password to the
startup configuration file automatically

Old Password

New Password

Confirm Password

- Giao dién Dashboard hé thong bao gdm cac thong tin vé thiét bi, SN, trang thai, hiéu ning

MSR610 B2 ngish e Wiz o swve admin o

H3C

System Information

System Information
System Information

CPU Usage Memory Usage DHCF sndpoles WAN Interface 29

P Obps ® Entries
L2TP andyoints 9 Obps (0]
~ | -

[10% | [40% | Endpoints Interface rate System log

CPU Usage System Time: Up Time:
03:18:05 2011-01-01 0 days 03:18:05

26% 6%
Currentusage  Average usage Device Model: Serial Number:
MSR610 219801A4268229X1002L

Boot ROM Version:
1.67

Hardware Version:
VerA

Software Version:

7.1.064 Release 6728P26

Failed to perform a version check. Please connect to

- Dé bat dau cai dat ching ta st dung tinh ning cai dit nhanh Fast Configuration

Bam chon Single WAN néu ban ¢6 1 duong truyén, Dual WAN khi ¢6 2 dudng truyén
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MSR610

Scene Selection

? == ]

B tgish

o "
Fast Configuration
Oniine Hel

Dual WAN

- O budc nay ching ta thuc hién theo hudng dan > Next

Fast Configuration

Single WAN config

linel «

User name

Password

NAT

1

3
4

qgfttp 011

(1-80chars)

(1-255chars)

Enabled

T~

B oniine Heip

Chon quay s6 PPPoE

Tips: By default, the load sharing mode is user-based average load sharing based on equal
cost routes. To modify and configure link load sharing, go to the Network = WAN Settings =
Modify multi-WAN policy page.

\Nhap tai khoan truy cap mang

Chon NAT cho Idp mang ndi bd

Cai dat 1op mang LAN ndi bo
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LAN config

Local IP address # 192.168.115.1

1P mask # 255.255.255.0 (Example:255.255.255.0)
DHCP server Enabled

1P distribution range 192.166.115.2 - 192.168.115.254

Gateway address 192.168,115,1

DNS 192.168.115.1

- BAam chon Finish dé hoan thanh cai dat

Done

H3C routers provide rich application control and network address control functions. To get more security services, please go toApplication signature databaseto update the signature file.

Scene Selection Single WAN

Linel WANO(GEO)

Link mode PPPOE

Local IP address 192.168.115.1

DHCP server Enabled

The ip-pool range 192.168.115.2~192.168.115.254
Gateway address 192.168.115.1

DNS 192.168.115.1

Previous

- Sau khi thiét lap chiing ta truy cap vao lai Router bang dia chi IP méi 192.168.115.1
Dé kiém tra lai thong tin cai dat cong WAN, vao muc Network = WAN Setting

MSR610 [ ¥ VY = P

WAN Settings

WAN Settings

Théng tin két ndi mang trén cng WAN

ch& a8 DHCP B
Fage 1 0f 1. Total entries on the page: 1. Selected entries: 0, Entries per page: 10+ -

Ba co internet
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- Pé diéu chinh lai thdng s6 cau hinh trén c6ng WAN ban chon Edit

Modify WAN configuration x
WAN interface WANO(GED)
Connection mode DHCP .

Makesure the allocated subnet and the VLAN interface IP address do not overlap.

. MAC @ Using the interface to the default MAC( 7C-DE-78-01-AD-60 )
© Using the specified MAC
MAC address NAT Operation

NAT function

Enable v
7C-DE-78-01-AD-60 Enable # [ Use Address Pool for Translation
TCP MSS 1280 (128-1610bytes)
My 1500 {46-1650bytes)
Link detection
Detection address
Detection interval (1-10s)

Ly |

2. Cai dat thong s6 LAN
- Ban can diéu chinh lai théng s6 mang LAN thi thyc hién theo hinh = chon Edit

- —

Vian-ntertacet 1 1921681151 2552552550

Page 1 of 1, TOtsl entries on The Bage: 1, SElEcted entries: 0, ENtries per page: 10~

- Céc thdng sb diéu chinh tham khao
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Modify LAN

VIANID » @
Interface IP address *
Subnet mask *

TCP MSS

MTU

& Enable DHCP

Start address of pool
End address of pool
Forbidden address @
Geteway address
DNS1

DNS2

Address lease

(1-409)
192.168.115.1
255.265.255.0
1280 1128-1460bytes)
1500 146-1500bytes)
1921681152 déy C'a\'p pha’t
192.168.115.254
192.168.115.1

DNS google

8844

minu

inge:1-11520,default:1440)

Thdi gian cap

1. Cac cai dat khac

Pay 1a budc cai dat thém ma ching ta c6 thé tham khao

1. Chuyén dbi cong LAN thanh WAN

- Vi nhu cau chuyén déi thém cong LAN thanh céng WAN |, ban vao muc Network - Port management

chon tir Layer 2 sang Layer 3

MSR610

Port Management

B2 engien e Wiz .mm.n ©

An interface operating in Layer 3 mode is used as a routing interface An interface operating in Layer 2 mode is used as a switching interface.

Auto

Full

Auto

Page 1 of 1. Total entries on the page: 6. Selected entries: 0. Entries per page: 10+,

1000000

1000000

1000000

1000000

1000000

1000000

7C-DE-78-01-AD-60

7C-DE-78-01-AD-64

7C-DE-78-01-AD-62

7C-DE-78-01-AD-62

7C-DE-78-01-AD-62

7C-DE-78-01-AD-61

*Luu y: d6i v6i san pham H3C moi thao tac can phai duoc Save lai nhu bwéc 3 hinh trén
- Vasau d6 trong phan cai dat WAN ching ta c¢d thé chon cai dat 2 cong WAN nhu hinh > Apply 2 Save
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5 i . Online Help
Selected scenario  Single-WAN scenario WAN interface WANO(GEQ)
O Single-WAN scenario ® Multi-WAN scenario
Please select the WAN outgoing interfaces. —Please choose WAN outgoinginterfaces @
Linel v Linel: WANO(GEO) x v

WANT(GE1) x v

Single line :
Connects to the

service providers
through Ethernet

interfaces or Dual line : Connects.

36/4G interfaces.

to the service

providers through

Ethernet interfaces

- Ching ta c6 thé kiém tra trang thai két néi trén 2 cong WAN nhu hinh (trong vi du cai dat nay minh ding
phuong thirc DHCP)

WAN Settings
WAN Settings

W online Help
Selected scenario Multi-WAN scenario
anced search [ retresn |
Line Interface onnection mode P address MAC address NAT Operation
1 WANO(GEC) DHCP 192.168.2.67 7C-DE-78-01-AD-60 Enable £
H WANT(GET) DHCP 192.168.3.4 7C-DE-78-01-AD-64 Enable
Page 1 of 1. Total entries on the page: 2. Selected entries: 0. Entries per page: 10~ . -

2. Cai dat chinh sach can bang tai trén cong cac cong WAN

Router MSR610 s& h trg 3 ché do chinh séach truy cap

& online Heip

When multiple WAN belong to the same service provider, select one of the following medes:

 Average load sharing @ Chon néu nhiéu dudng truyén thudc cing 1 nha cung cap

© Bandwidth proportion load sharing @

When multiple WANs belong ta different service providers, select one of the followina modes:

Chon néu nhiéu dudng truyén thudc cac nha cung cap khac nhau

© Service provider-based load sharig
© Muttilink advanced load sharing @

ik beckup Chon néu trién khai dang dutng truyén du’ phong

© Main link (please select the WAN interface for the main link)

- Mode 1: Ché @9 can bing tai theo nhiéu dwong truyén thugc ciing mét nha cung cip dich vu (base on
link)
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Note: This mode evenly distributes users among multiple links according
to the ECMP routes.

Internet 1

- Mode 2: Ché @9 can bing tai luu lwong theo cac nha cung cip dich va khac nhau (Based on Src and
Dest IP Address)

Note: When multiple WAN links belong to multiple service providers and a service
provider has more than one line, traffic between different service providers is load
shared based on the destination addresses, and traffic of the same service provider is
load shared based on the fixed bandwidth proportions of lines. Please set the line
bandwidth as needed.

- Mode 3: Ché dd lién két dw phong
e Duong chinh: dudng truyén nay hoat dong va dong vai tro chinh cho két ndi mang cua toan bo
ngudi dung.
e Duong phu: chi hoat dong khi duong truyén chinh mat két ndi.

- Luwu y: V&i 3 ché do trén thi Hang khuyén cao khéch hang sir dung ché @d 1 hosc 2
3. Port NAT
- Pé thuc hién NAT port cho cac thiét bi nhu camera, dich vu may chii, chim cong,... ban ¢d thé vao muc
Nework = NAT setting = Port Mapping

10
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L N = E Y s ] )

NAT Settings

Fortmapping @

Page 0 of 0. Total entries on the page: 0. Selected entries: 0. Entries per page: | 10+

- Cé&c ban khai bao theo hinh sau:

Add NAT Port Mapping x

5 A
Interface 1 | wanocen -/ 'DUO’ng truyen
Protocol Type * 2 o uDP O TEP+UDP © Custom (1-255)
Gl P acaress « 3 Other P ackresses

Global port number x« @ User-defined ports | Port C\én Pub“c

4 I Start port number 8000 (1-65535)End port number| 8000 (1-65535)

Local IP address = 5 I 192.168.115.100 I‘E)ia Chi IP C‘én NAT

Local port number 6 IStan Port Number 8000 (1-65535)End Port Number (yﬁ;sgg)l

~Port thigt bi can NAT

&

7 (=

4. Network Behavior
Tinh ning nay s& cho phép ban thiét 1ap cac chinh sach truy cap ing dung nhu mang x4 hoi, media
streaming, cac tng dung P2P, Chat,...
- Vidu sau day sé thuc hién chan truy cap tng dung P2P bittorent: vao muc Network - Network behavior
- Global control - chon Enable Network Behaviors - Apply

11
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etwork Behaviors

Global Control

]

B Network Behaviors

| le Network Behaviors I Disable Network Behaviors

B8 o I wieos | s samin ()

Bl oniine v

You can use the web behavior management page for web application control and web site access control Please note that the change of network interface wil affect the effect of online behavior management, 5o after
2] auing or deleting network ntertace (WAN.port or LAN portl. you must s tum off online behavir managerent i this page, and then turn on thisfunction agan

Ké tiép vao Network behavior Management policy = Add dé thém chinh sach

Network Behaviors

Advanced search

O Policy name User group Time range group Application control

Page 0 of 0. Total entries on the page: 0. Selected entries: 0. Entries per page: 10+

O budc nay ching ta s& khai bao nhu sau:

Create Network Behavior Management Policy x

Dat tén chinh sach

Policy name + @ DenyEitorrent (1-31 cngrs)

User range &

Chon tdt ca ngudi din

(0 Select existing groups A User groug

User [ 4 of addees groupe. P sroups fram Network ehaviars » User Group.

Limit period «

thdi gian gidi han
) Select exlsting time groups Add tirme group

Vo adkd ime group, select Network Behaiers « Time Range Groups.

wmeame KhONg @p dung véi URL, chon None

Select URL type | Mone selected /l

Frotocol HITP CIHTTPS,
URL control action « @@ @ Permit only the selected URL types (2 Block only the selected URL types

Untoiog DR Chon vao day thém

Application control

Select netwark applications None sebected

URL control Bandwidth limit Operation

2 B oniine Help

Select URL type X

/ Bo chon

[ Self-define-Default Url type
O Pre-3C

[ Pre-Abortion

O Pre-AdultPlace

O Pre-AdultSuppliers

[ Pre-Advertisement

[l Pre-Airplanes
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- Chon vao muc ng dung P2P va chon Block = chon Edit

Choose Application X Choose Application X
Applicationtype  Applications i Son O Block all C1 Record ol Application type  Applications Action ] Block all [ Record all
™M ’ ® No blocking or rate limit O Limit rate 7 O Record M s CBlock  ® No blocking or rate fimit O Limit rate (£ (] Record

2P ’ O No blocking or rate limit O Umitrate O Record P2p 1 = @ Block () No blocking or rate limit O Limit rate (7 [ Record
Streaming_Media s O Block ® No blocking or rate limit O Limit rate 7 [ Record Streaming_Media s O Block  ® No blocking or rate fimit (O Limit rate [/ () Record
E-Mail s OBlock ® No blocking or rate fimit O Limit rate (£ O Record E-Mall P OBlock ® No blocking or rate limit O Limitrate % ) Record
Network Community ’ OBlock  ® No blocking or rate limit O Limit rate (£ O Record Network_Community s O Block  ® No blocking or rate limit O Limit rate (% (] Record
System_Tools s O Block  ® No blocking or rate limit O Limit rate 7 [ Record System Tools ’ OBlock  ® No blocking or rate limit O Limit rate [ O Record
Map_Navigation L4 O Block @ No blocking or rate limit O Limit rate (7 () Record Map_Navigation ’ O Block @ No blocking or rate fimit O Limit rate (7 () Record.
Life_Service 7’ O Block @ No blocking or rate fimit O Limit rate [ O Record Life_Service ’ O Block @ No blocking or rate limit O Limit rate [# ) Record
Study_and_Reading ’ O Block  ® No blocking or rate limit O Limit rate (£ O Record Study_and Reading s’ O Block  ® No blocking or rate limit O Limit rate (£ () Record
News rd O Block @ No blocking or rate limit O Limit rate [ [ Record News s O Block @ No blocking or rate limit O Limit rate [ ) Record
Network _Storage L4 O Block  ® No blocking or rate limit O Limit rate [7 ) Record Network Storage ’ ) Block @ No blocking or rate limit O Limit rate £ [ Record
Search_Engines ’ O Block  ® No blocking or rate fimit O Limit rate (£ 0 Record Search_Engines ’ O Block  ® No blocking or rate limit O Limit rate (4 O Record
Financial Management o O Block  ® No blocking or rate fimit O Limit rate (4 [ Record Financial Management 4 O Block @ No blocking or rate limit O Limit rate 7 [ Record
Game ’ O Block @ No blocking or rate limit O Limit rate [ O Record Game ’ O Block @ No blocking or rate limit O Limit rate (4 [ Record
Network Download s O Block  ® No blocking or rate limit O Limit rate (7 [ Record Network Download ’ O Block  ® No blocking o rate limit O Uimit rate (£ (0 Record
OA s, OBlock ® No blocking or rate limit O Limit rate (7 [ Record oA ’ O Block ® No blocking or rate fimit O Limit rate (£ (J Record
Protocol ’ O Block @ No blocking or rate fimit O Limit rate [/ [0 Record Protocol ’ (O Block @ No blocking or rate limit O Limit rate (4 (] Record
Other_Service s OBlock ® No blocking or rate limit O Limit rate £ O Record Other Service ’ QBlock @ No blocking or rate limit O Limit rate (7 (0 Record

e

Lol . ]

- Budc ké tiép chon chinh sira > chon BitTorrent > Apply = Kiém tra lai P2P di chon > Apply

Modify Network Behaviors Policy x
Policy name = @ enybitorres (1-31 chars)
User range
® Al users
() Select existing groups Add user group

User groups facilitate management of address groups. Please add user groups from Network Behaviors > User Group.

P2P O Select all © Select none O Invert X Limit period +

JiQiviPPs. O Letv (O TencentVideo

O Thunder [ XunLeikankan 2

® Always
O Select existing time groups Add time group

To add fime groups, select Network Behaviors » Time Range Graups.

e, @
Canc
Select URL type Al URLS s
Protocol HTTP CIHTTPS

URL control action + @ O Permit only the selected URL types  ® Block only the selected URL types

URL control log O Record

Application control

Select network applications P2P s

13
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MSR610 SIE English x. Wizard

Network Behaviors

Network behavior management policy

Advanced search Sau mOl thaO téc Cé’u h‘lnh ban C‘én Save |a|m

O  Policy name User group Time range group Application control URL control Bandwidth limit Operation

O  denybitorrent any any Not rate limit Z1
Page 1 of 1. Total entries on the page: 1. Selected entries: 0. Entries pej ‘ ' < | < - N

Configuration succeeded

5. Khai bao dich vu DDNS )
- Dé khai b&o tén mién DDNS cho thiét bi ching ta sé vao muc sau

=

MSRE10 BB ehh gl wisd | s sdoin o

Application Services
2

O WAN interf

Fage 0 of 0. Total entries on the page: 0. Selected entries: 0. Entries per page: | 10+

- Khai bao nhu sau

14
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New DDNS Policy X

WAN interface « 1 I WANO(GE) N I ChOI’] C6ng WAN

Domain name I mycamera.cameraddns.net (1-253 chars) I

Server Settings N h é p té n m i‘é n
Service provider x I NO-IP v I :
Server address x ('\Chon nhé CU ng Ca’p

Modify server address [m]

Update interval 0

days(0-365)
1 hours(0-23)
0 minutes(0-59)

Accout Settings

Username 4 abc@gmail com (1-32 chars) Dfén téi khoén

Password

.............. (1-32 chars)

5 (E

Nhu vay 1a chung ta da hoan thanh cai dat cach tinh nang co ban cia Router H3C MSR600
Chuc cac Anh/Chj thanh cong!

Tu van va hd tro ki thuat: 0981686625 — Bang
Hotline: 028 39815678
Email: kythuat@lehoangcctv.com

15
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